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Introduction
Digital forensic tools have become incregynimportant in large organizations that require complete

enterprise visibility for regulatory compliance and security incident response. Many of these same
organizations require security solutions to minimize risk of data loss and to ensure regulatory
compliance. These two solutions are seemingly contradiat@yable visibility and ensure privacy.

This document describes an integration effort betwdeREDANT Technologéesl Guidance software
to resolve this issueGuidance Software and its EnCaseeReic solution lead the industry for computer
investigative platforms CREDANT Mobile Guardian (CMG) integration with Erallasesforensic
investigatorgo transparently accesSS§MGsecured data in a forensicatypund manner while
maintaining theR I & $e€urityin all other settings.

EnCase overview

EnCase igsed to search, collect, and analyze digital informatibfany largeorganizationsmplement
EnCasas their investigative platform for security incidents, internal HR investigations, andditigat
requiring electronically stored evidence. The solution operates in both offline and online investigative
models.

A typicalusageworkflow is shown irFigured.
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Figurel: Typical EnCaderensic wakflow

This method of data analysis and acquisition is applicable to a broad range of operating system and file
system artifacts. Data that has been deleted, cloaked or otherwise hidden can be examined. A robust
audit and reporting mechanism also exigisdocument the findings of an investigation. Supported
platforms include Windows 95/98/NT/2000/XP/2003 Server, Linux Kernel 2.4 and above, Solaris 8/9
both 32 and 64 bit, Mand OSX.

The need for integration

Since forensic applications such as EnCdgerethe visibility of data to facilitate a computer forensic
investigation, data security solutions such as CREDANT Mobile guardian fundamentally break their
workflow ¢ a forensic examiner cannot view and analyze suspect data because it is encrypted. To
mitigate this issue, CREDANT and Guidance Software implemented a solution that decrypts CMG
secured data with minimal interaction from the EnCase investigator.

This solution consists of two components: a Cpi@rin for EnCase and a key export tool. Téeso
components, along with enhanced functionality in the latest release of EnCase and the CMG Server,
support both online and offline investigative models.
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Online investigations with EnCase Enterprise

EnCase Enterprise allows an investigator to perfarattime analysis of servers and workstations
anywhere on the network. Employee integrity issues and security events can be identified and
monitored as they are taking place without alerting targets. Given the-femsitivity of these issues,
immediateremediation is highly importantherefore,acquisition of CM@Gecured data in a cledext
form must be as streamlined as possible.

To meet this need, mthe-fly decryption of CM&Gecured data is done with minimal user interaction.
The process of acquirgg CMGsecured data is shown gure2.
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Figure2: Online data acquisition workflow
This process consists of four hilgivel steps:

EnCase detects CMgBicrypted data is present on remote hardware
EnCas prompts investigator for CM&rver credentials

EnCase requestencryption keys from the CM@r8er

CMG decryption plugn decrypts data osthe-fly

PwObdPE

EnCase detects CMGencrypted data

In the first step, EnCase examines the drive for Credant encryptioardia¢d. If this data is found,
EnCase will collect various artifacts that identify the CMG Shield installation. This information will be
provided to the CMG server to identify the relevant encryption keys nedalediecrypting the target

data
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EnCase prompts for CMG server credentials
EnCase will prompt the investigator for CMG administrator credentials and other information to view
the secured data. An example of this prompt is showndimes.
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I .'..'...l

i3
Server / Offline Server File by
l https: //Win2k3Credant:808 1/xapi to
Machine ID
I WinXPCredant.Credent.local
Device ID
| sG3x7oUT
ar
I oK I Cancel
= Back I Finist Cancel I

I &% wardaen

Figure3: EnCase prompt for CMG administrator credentials

The investigator must be a CMG administrator vistirensic Administratgurivileges. These privileges
can be assigned to CM@anaged users in the CMG Server web interface, as seeuiiy.
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CREDANT ' Mobile Guardian Enterprise Serve
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Figure4: Forensic Administrator role specification

The CMG server identifies the target hardwareMmchine IDandDevice IBhown inFigure3 above
EnCase prpopulates these fieldwith information gathered in the previous step. By prompting for
Machine IDandDevice IDthe investigator has the option of overriding these values in the etrent
valueswere tampered.

EnCase requests encryption keys from the CMG -server

EnCase, witinformation on the target hardwarewill contact the CM&erver to request the relevant
encryption keys needed to view the secured data. The Skt@er will provide a key bundle that
includes all encryption keys for all users on theget hardware Thisncludes keys used farser, user
roaming andcommonencryption, as well as the keys used &ystem Data Encryption (SDE)

CMG decryption plug -in decrypts data
As CMGsecured data is encountered, EnCase leverages the CM@glugecrypt data. All da,

regardless of the keys used to secure it, will be decryptetherfly and presented to the investigator
without additional investigator interaction.

Offline investigations with EnCase Forensic

EnCase Forensic is used for offline investigations, wiaeget hardware is brought into an investigative
environment isolated from other networksTypically, his is used for sensitive investigations involving
government and/or law enforcement, where extraordinarily secure environments are required.
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Given theisolated nature of these environmenisjs not possible to retrievkeys from theCMG 8rver
over a network. An intermediate method must be used to export the required keys. For this use
scenario, the forensic investigator will use a commdind key eport utility to initiate the data
acquisition process. This process is showmygines.

s
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Figure5: Offline data acquisition workflow

This process consists of five higlrel steps:

1. Gommandline keyexporttool used to export keys from the CMG Server

2. Keys are saved in a passwqmebtected file and transported to the isolatédvestigative
environment

3. EnCase detects CMgRicrypted data is present on target drive

EnCase prompts investigator fibre key fle and password

5. CMG decryption plu@n decrypts data otthe-fly

»

Command-line key tool used to export keys

The commandine keytool acts as an intermediary in an otherwise automated key export process
wherenetwork connectivity is present. This tool mbgt usedn an environment with CMGerver
connectivity. When executed, the tool will prompt the investigator for the same information required in
the online workflow. The tool will contact the CM@rver, leveraging the same server functionality

used inthe online workflow, to export all keys associated with the target data.
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Keys are saved and transported to the investigative environment

Thekey exporttool produces a key file protected with an investigaspecified password. This ensures
the integrityand privacy of the key fileontents The investigator will physically transport the key file to
the isolated investigative environment.

EnCase detects CMGencrypted data is present on target drive

With the key file at hand, the investigator can proceeth acquiring the cleatext target data. Similar
to the corresponding step in the online workflow, EnCase examines the drive fors€dl@d data.
When this data is encountered, EnCase will prompt for credentials, as shewnria.

Figure6: EnCase prompt for key file and credentials

Since CMG server connectivity does not exist, the investigator will specify the key file, exported in the
previous step, and the password used to secure it.

CMG deciyption plug -in decrypts data

With the key file imported into EnCase, CMG glugs used to decrypt data identical to the online
workflow. All data, regardless of the keys used to secure it, will be decryptdukeety and presented
to the investigator whout additional investigator interaction.



