


Technical Brief	 StandAlone Windows Shield

How It Works 

The CMG StandAlone Windows Shield ensures security of sensitive data inside or outside of the corporate network for domain 
and non-domain computers. A variety of install options support environments with or without IT administrators. Command 
line installation is available for remote, silent deployment via software distribution packages or the computer owner can install 
this Shield via a simple, interactive, local interface. All policy settings are pre-configured to simplify installation and can’t be 
changed unless the Shield is migrated into a CMG Enterprise Edition environment. 

Once the installation completes the user is prompted to back up or archive their encryption keys, which are generated uniquely 
for each system during the installation. Key archival is crucial since it ensures that data is recoverable in case the encryption 
keys are damaged or otherwise become inaccessible to the computer. If the user does not archive their encryption keys 
immediately after installation, they are prompted to archive their encryption keys each time they log in. Key archiving can also 
be initiated at any time via the “Export SDE Keys” option available via the CMG Shield icon in the status area of the Windows 
taskbar, as shown in Figure 1.

During the key export process, keys are encrypted and stored securely in an executable file that must be saved in a location 
other than the local hard drive, such as a USB thumb drive or network drive. The default key archive file name includes the 
name of the computer that the encryption keys are associated with, to help ensure keys are recovered to the correct system 
if that ever becomes necessary. To ensure recoverability of data, encryption will begin only after encryption keys have 
been exported to recovery media. It is the user’s responsibility to ensure that the exported key material is maintained in a 
safe location. If recovery is ever needed, the user simply runs the archived key executable which automatically places the 
encryption keys in the proper location on the computer.

Once encryption keys have been archived, the encryption process begins. All files on the computer are encrypted via 
CREDANT’s System Data Encryption (SDE), with the exception of some system files required to boot the system. The user 
can continue to work on the computer throughout the encryption process. If the computer is shut down before all files are 
encrypted, CREDANT’s Intelligent Encryption continues encrypting where it left off the next time the computer is started until 
encryption is complete. As users create, edit, or transfer files to their computer, the StandAlone Windows Shield automatically 
and transparently encrypts that data without requiring any action by the user. For more information on SDE, contact your 
CREDANT representative.
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Figure 1: Initiating encryption key file back up




